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In real time, Cetacea Networks' OrcaFlow® technology analyzes the fundamental charac-
teristics of Internet traffic behavior at the individual network port level. Provided with 
timely and precise OrcaFlow events about the health of the end-point traffic, the network 
administrator can make better decisions to maintain the health of their network. The 
Orcaflow technology was developed by the company founder following more than 
twenty years of hands-on network management leadership.

OrcaFlow offers insight into abnormal per port network activity at a price, scalability and 
Zero-U server size that makes the technology accessible to every network owner, from 
the smallest business to the largest global enterprise. The unique capability of OrcaFlow® 
to focus continuous attention on traffic behavior--at each physical network port--creates 
an entirely new paradigm for network monitoring.

Challenges Faced

1. Today's universities offer high-bandwidth network connectivity to just about every 
member of their student, faculty and staff communities. These networks carry a very wide 
variety of traffic types and, because of their open nature, challenge the network manage-
ment team in both management and security.

2. Large-scale high-performance high-security networks present several traffic monitor-
ing challenges. These networks carry high-value and, by definition, very confidential 
information which may include personal health data, financial data, or classified defense 
information. Risk of information exposure is introduced with every network monitoring 
system that requires clear-text access to examine data in transit or at rest.

3. Supervisory Control and Data Acquisition (SCADA) systems using industrial Ethernet 
network technology are a rapidly growing component of modern critical infrastructure 
systems. The benefits gained through expanded application of Ethernet and IP technolo-
gies in SCADA networks also expose these systems to risk of compromise or disruption.

Success Strategy

OrcaFlow® traffic anomaly detection technology offers a light-weight, cost-effective, 
standards-based network monitoring option for academic institutions, that is easy on 
staff resources.  OrcaFlow® technology provides network traffic anomaly detection at 
every endpoint connection without the need to examine high-value confidential or 
classified information content.  To mitigate risk on Industrial Ethernets, patented 
OrcaFlow® technology offers a simple, lightweight, non-invasive but massively distrib-
uted and continuous network traffic anomaly monitoring and detection solution. 

"Currently, Network Managers are required to assimilate multiple streams of data from 
many complex sources in order to protect their networks from deliberate or accidental 
disruptive activity.  OrcaFlow technology provides Network Managers with a single, 
simple and precise heartbeat measure which reflects the living state of traffic movement 
from end-points on their networks.” said Gary MacIsaac, the President and CTO of Cetacea 
Networks. “Using gumstix platforms, we are able to ease the information load on busy 
Network staff and reduce the power consumption load on data centers, by offering a 
standards-based solution that is easy to maintain, reliable, scalable and yet energy-
efficient”.
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Industry:  
network traffic monitoring 
 
Solution: 
OrcaFlow® sensors - scalable, 
standards-based network devices 
for monitoring and detecting traffic 
anomalies 
 
gumstix products:  
gumstix netstix computer 10/100 
Ethernet & compact flash 
 
gumstix advantage:  
off-the-shelf hardware  
very small form factor  
efficient development environment 
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